
Welcome to
Cyber Security Training 



Footprinting Concepts 

Objectives of Footprinting
The major objectives of Footprinting are: 
1. To know security posture
2. To reduce focus area 
3. Identify vulnerabilities
4. Draw network map

Footprinting Methodology
• Footprinting through Search Engines
• Footprinting through Advance Google Hacking 

Techniques
• Footprinting through Social Networking Sites
• Footprinting through Websites
• Footprinting through Email
• Footprinting through Competitive Intelligence
• Footprinting through WHOIS
• Footprinting through DNS
• Footprinting through Network 
• Footprinting through Social Engineering 



People Search Online Services

There are some online services, popularly used to 
identify the Phones numbers, Addresses, and 
People.
Some of these websites include: 
www.privateeye.com 
www.publicbackgroundchecks.com 
www.anywho.com 
www.intelius.com 
www.4111.com 
www.peoplefinders.com

Gather Information from Financial Services:
www.google.com/finance 
finance.yahoo.com

Footprinting using Advanced Google Hacking 
Techniques

http://www.peoplefinders.com/


Website Footprinting

netcraft.com
Shodan.io
censys.io



DNS Footprinting

There are a lot of online tools available for 
DNS lookup information, some of them are 
listed below:

https://dnsdumpster.com/
http://network-tools.com
http://www.kloth.net
http://www.mydnstools.info
http://www.nirsoft.net
http://www.dnswatch.info
http://www.domaintools.com
http://www.dnsqueries.com
http://www.ultratools.com
http://www.webmaster-toolkit.com

https://dnsdumpster.com/


Sub Domain Enumeration 

Knock.py

Knock.py website.com



Sub Domain Enumeration - Dnsenum



Sub Domain Enumeration - Dmitry 

Dmitry –wnspb target.com


