
Kali Linux Installation



Downloading a Kali ISO Image

´ Where to Download The only official source of Kali Linux ISO images is the 
Downloads section of the Kali website. Due to its popularity, numerous sites 
offer Kali images for download, but they should not be considered 
trustworthy and indeed may be infected with malware or otherwise cause 
irreparable damage to your system.

´ ➨ https://www.kali.org/downloads/



Downloading kali Image



Virtual Box















Selecting the Keyboard Layout



Root Password
The installer prompts for a password (Figure 4.6, “Root Password” [page 72]) since it 
automatically creates a super-user root account. The installer also asks for a confirmation of 
the password to prevent any input error which would later be difficult to adjust.



Configuring the Clock
If the network is available, the system’s internal clock will be updated from a network time 
protocol(NTP) server. This is beneficial because it ensures timestamps on logs will be correct 
from the first boot.

If your country spans multiple time zones, you will be asked to select the timezone that you 
want to use, “Timezone Selection”



Partitioning
Partitioning is an indispensable step in installation, 
which consists of dividing the available space on the 
hard drives into discrete sections (partitions) 
according to the intended function of the computer 
and those partitions. Partitioning also involves 
choosing the file systems to be used. All of these 
decisions will have an influence on performance, 
data security, and server administration.
The partitioning step is traditionally difficult for new 
users. However, the Linux file systems and partitions, 
including virtual memory (or swap partitions) must be 
defined as they form the foundation of the system. 
This task can become complicated if you have 
already installed another operating system on the 
machine and you want the two to coexist. In this 
case, you must make sure not to alter its partitions, or 
if need be, resize them without causing damage.
To accommodate more common (and simpler) 
partition schemes, most users will prefer the Guided 
mode that recommends partition configurations and 
provides suggestions each step of the way. More 
advanced users will appreciate the Manual mode, 
which allows for more advanced configurations. 
Each mode shares certain capabilities.



Partitioning
Guided Partitioning The first screen in the partitioning tool 
“Choice of Partitioning Mode” presents entry points for the 
guided and manual partitioning modes. “Guided -use entire 
disk” is the simplest and most common partition scheme, which 
will allocate an entire disk to Kali Linux.

The next two selections use Logical Volume Manager (LVM) to 
set up logical (instead of physical), optionally encrypted, 
partitions. We will discuss LVM and encryption later in this 
chapter. Finally, the last choice initiates manual partitioning, 
which allows for more advanced partitioning schemes, such as 
installing Kali Linux alongside other operating systems.

The next screen (“Disk to Use for Guided Partitioning”) allows 
you to choose the disk where Kali will be installed by selecting 
the corresponding entry (for example, “Virtual disk 1 (vda) -
32.2 GB Virtio Block Device”). Once selected, guided 
partitioning will continue. This option will erase all of the data on 
this disk, so choose wisely.



Next, the guided partitioning tool offers three partitioning methods, which correspond to different
usages,





Configuring the Package Manager (apt)

In order to be able to install additional software, APT needs to be configured and told where 
to find Debian packages. In Kali, this step is mostly non-interactive as we force the mirror to 
be http.kali.org. You just have to confirm whether you want to use this mirror ( “Use a 
Network Mirror). If you don’t use it, you won’t be able to install supplementary packages with 
apt unless you configure a package repository later






