
Scanning and Enumeration



Overview of Network Scanning

Scanning Methodology

The Scanning Methodology includes the following step: -
Checking for live systems
Discovering open ports
Scanning beyond IDS
Banner grabbing
Scanning Vulnerabilities
Network Diagram
Proxies





Checking for Live Systems

Initially, we must know about the hosts which are living in a targeted
network. Finding live hosts in a network is done by ICMP Packets. The target 
replies ICMP Echo packets with ICMP echo reply. This response verifies that 
the host is live.



Ping Sweep (ICMP Scanning)

Ping Sweep determines live host on a large scale. Ping Sweep is a method of
sending ICMP Echo Request packets to a range of IP addresses instead of
sending one by one requests and observing the response. Live hosts respond
with ICMP Echo Reply packets. Thus, instead of probing individually, we
can probe a range of IPs using Ping Sweep. There are several tools available
for Ping Sweep. Using these ping sweep tools such as SolarWinds, Ping
Sweep tool or Angry IP Scanner, We can ping the range of IP addresses



Nmap Scan Techniques



Nmap Scan Techniques



Enumeration Concepts
In the phase of Enumeration, An attacker initiates active connections 
with the
target system. With this active connection, direct queries are 
generated to
gain more information. These information helps to identify the system 
attack
points. Once attacker discovers attack points, it can gain unauthorized 
access
using this collected information to reach assets.

Information that is enumerated in this phase are: -
Routing Information
SNMP Information
DNS Information
Machine Name
User Information
Group Information
Application and Banners
Network Sharing Information
Network Resources



Services Enumeration using Nmap


