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Advanced Google Hacking Technigues

Web crawler, sometimes called

a spider or spiderbot and often shortened to crawle
Is an Internet bot that systematically browses

the World Wide Web, typically for the purpose

of Web indexing

Crawlers consume resources on visited systems and
often visit sites without approval.

robots/Axt, is a standard used by websites to
compmunicate with web crawlers and other web
obagts. The standard specifies how to inform the web
ot about which areas of the website should not
processed or scanned.

robots.txt



Advanced Google Hacking Techniques

Google Advanced Search Operators

site : Search for the result in the given domain

related : Search for Similar web pages

cache : Display the web pages stored in Cache

link : List the websites having a link to a specific web page

allintext : Search for websites containing a specific keyword

intext : Search for documents containing a specific keyword

allintitle : Search for websites containing a specific keyword in
the title

intitle : Search for documents containing a specific keyword
in the title

allinurl : Search for websites containing a specific keyword in
URL

inurl : Search for documents containing a specific keyword
in URL

https://www.exploit-db.com/google-hacking-database
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Google Hacking Database

2020-04-23 "SecretAccessKey® OR "AccessKeyld" ext:txt OR ext:cfg -git
2020-04-23 inurl:start.swe?SWECmd

2020-04-23  intitle:"index of " "*.passwords.txt

2020-04-22  "admin password irreversible-cipher” ext:txt OR ext:log OR ext:cfg
2020-04-22  "super password level 3 cipher" ext:txt OR ext:log

2020-04-22  inurl:/index.htm intext:"Oki Data Corporation

2020-04-22  inurl:8080/portal/pda/?force.login=yes

2N2N_NADD inurl-Q@n@ni/dachhnard intitla:Rranhita Nachhnard
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GHDB (Google Hack Database)
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Files Containing Juicy Info
Pages Containing Login Portals
Files Containing Passwords
Files Containing Passwords
Files Containing Passwords
Various Online Devices
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Alexandros Pappas
Dan Petran
Vaibhav Lakhani
Alexandros Pappas
Alexandros Pappas
Nicholas Doropoulos
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