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Security News
nEws SORSTIER

Facebook a "treasure trove® of April 10, 2012
Personally identifiable Information

Facebook contains a "treasure trove” of personally identifiable information that hackers
manage to get their hands on,

CONTACT

A report by Imperva revealed that users’ "general personal information”™ can often include
a date of birth, home address and sometimes mother's maiden name, allowing hackers to
access this and other websites and applications and create targeted spearphishing campaigns.

It detailed a concept | call “friend-mapping”, where an attacker can get further knowledge of
a user's circle of friends; having accessed their account and posing as a trusted fnend, they can
cause mayhem. This can include requesting the transfer of funds and extortion

Asked why Facebook is so important to hackers, Imperva senior security strategist Noa Bar-Yosef
said: “Pecople also add work friends on Facebook so a team leader can be identified and this can lead
to corporate data being accessed, project work being discussed openly, while geo-location data can be
detailed for military intelligence.”

"Hacktivismm made up 58 per cent of attacks in the Verizon Data Breach Intelligence Report, and they
are going after information on Facebook that can be used to humiliate a person. All types of attackers

have their own techniques.” http://www.scmagazineuk.com
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Open Source or Passive
information Gathering

Collect information about a target from
the publicly accessible sources

Anonymous Footprinting

Gather information from sources where
the author of the information cannot

be identified or traced

Organizational or Private
Footprinting

Collect information from an organization’s
web-based calendar and email services

Active Information Gathering

Gather information through social
engineering on-site visits, interviews,
and questionnaires
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Pseudonymous Footprinting

Collect information that might be
published under a different name in
an attempt to preserve privacy

internet Footprinting

Collect information about a target
from the Internet
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What Is Footprinting?

Footprinting is the process of collecting as much information as possible
about a target network, for identifying various ways to intrude into an
organization’s network system

Process involved in Footprinting a Target
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. Why Footprinting?

Know

Security Posture

Reduce
Attack Area

Footprinting allows
attacker to know
about the complete
security posture of
an organization

It reduces attacker’s
attack area to
specific range of IP
address, networks,
domain names,
remote access, etc.

Build Information
Database

Draw
Network Map

It allows attacker to
build their own
information database
about target
organization’s security
weakness to take
appropriate actions

It allows attacker to draw
a map or outline the
target organization’s
network infrastructure to
know about the actual
environment that they
are going to break



Objectives of Footprinting

P Collect
Network
Information
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Domain name

Internal domain names

Network blocks

IP addresses of the reachable systems
Rogue websites/private websites

TCP and UDP services running

Access control Mechanisms and ACL's

User and group names

System banners

Routing tables
SNMP information

Employee details
Organization’s website
Company directory

Location details

Address and phone numbers

Networking protocqls\
VPN Points "
ACLs

IDSes running
Analog/digital tel:
Authentiation

System architecture
Remote system type

System names

Passwords

Comments in HTM!.,". yurce
Security polucnesi

Web server links
organization

Background of the organ
News articles/press relea:
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A4 Attackers gather valuable system and network information such as account
details, operating system and installed applications, network components,
server names, database schema details, etc. from footprinting techniques

Types of Threats

~N
S:ls;em a:d | Information Privacy Corporate
Sl e 1/ 7 Espi
Attacks Leakage Loss J Espionage
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Footprinting through Search

Engines

-J Attackers use search engines to extract | e e T s T S —

information about a target such as —
technology platforms, employee details, -3

login pages, intranet portals, etc. which */\ Microsolt .
helps in performing social engineering and R TR ' ks e
other types of advanced system attacks — Microsoft

J Search engine cache may provide sensitive
information that has been removed from oy — : S
the World Wide Web (WWW) el et




Internal URLs

J Search for the target company’s external URL
in a search engine such as Google or Bing

4 Internal URLs provide an insight into
different departments and business units in
an organization

4 You may find an internal company’s URL by
trial and error method
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Finding Company’s External and

Tools to Search Internal URLs

http://news .netcraft.com

http: //www.webmaster-a.com/
link-extractor-internal .php

Iinternal URL’s of microsoft.com

support microsoft.com
office microsoft.com
search.microsoft.com
msdn . microsoft.com

update microsoft.com

technet microsoft.com II *!'

windows microsoft.com



Public and Restricted Websites

Identify a company’s private and public websites

- e

hrep-J/technet.microsoft.com Mtp //windows microsoft.com
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http:// www. mit;osoﬁ. com http://office.microsoft.com http://onswers.microsoft.com

Public Website Restricted Website




Collect Location Information

Use Google Earth tool to get the location of the place

http//earth.google.com



People Search

Information about an individual can be
found at various people search
websites

e

RSO M TN

http://pipl.com

The people search returns the following
information about a person:

=~ Residential addresses and email addresses
= Contact numbers and date of birth

= Photos and social networking profiles

= Blog URLs

= Satellite pictures of private residencies
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http://www.spokeo.com



Zaba Search

http://www.rabasearch.com

Zoominfo

http://www.zoominfo.com

Wink People Search

hetp://wink.com

AnyWho

http://www.anywho.com

People Lookup

https://www.peoplelookup.com

123 People Search

http://www.123people.com

PeekYou
http.//www.peekyou.com

Intelius

http://www. intelius.com

PeopleSmart
http://www.peoplesmart.com

WhitePages

http://www. whitepages.com



People Search on Social
Networking Services
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| .4 , JR8EL

http://twitter.com hnps://plus.googie.com'



Gather Information from
Financial Services

Yahoo Finance
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Footprinting through Job Sites

You can gather company’s
infrastructure details from
job postings
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Look for these:

Job requirements
Employee’s profile

t—t
Hardware information =
£
Software information

Examples of Job Websites

http://www.monster.com
http://www.careerbuilder.com .
http://www.dice.com ‘
http://www.simplyhired.com J——
. ——
http://www.indeed.com

http://www.usajobs.gov



Alerts are the content monitoring services
that provide up-to-date information based

on your preference usually via emaill or
SMS in an automated manner

Go ,3lc

Everything

Onece » Aay

Ondy the Beat resunts

Manesgpe your sty

Examples of Alert Services

Google Alerts - http://www.google.com/alerts

e Yahoo! Alerts - http://alerts.yahoo.com

=  Giga Alert - http://www.gigaalert.com

R e

St Wy e e



Footprinting IViethodologvy

Footprinting through Search
Engines

Website Footprinting
Email Footprinting

Competitive Intelligence

Footprinting using Google

-

WHOIS Footprinting

DNS Footprinting

Network Footprinting

Footprinting through Social
Engineering

Footprinting through Social
Networking Sites



. Website Footprinting

Information obtained from target’s website enables an attacker to
build a detailed map of website’s structure and architecture

. : - B - o
Browsing the target website may provide:

. Software used and its version —
. Operating system used

- Sub-directories and parameters

.~ Filename, path, database field name, or query -~

. Contact details and CMS details

R I

— Scripting platform ~ - e -

Use Zaproxy, Burp Suite, Firebug, etc. to view .
headers that provide: e, = -
. Connection status and content-type

-~ Accept-Ranges : .~ ’

— Last-Modified information e ———

.. X-Powered-By information

~ Web server in use and its version

http.//portswigger.net



Website Footprinting

(Cont’d)
Examining HTML source provides: Examining cookies may provide: :
& Comments in the source code € ' 3 © Software in use and its behavior
© Contact details of web developer or admin @ Scripting platforms used
File system structure e —3 u’-w' E= -
Script type =/ ,mU’ ool




Mirroring Entire Website

Mirroring an entire website onto the local system enables an attacker to dissect and identify
vulnerabilities; it also assists in finding directory structure and other valuable information

without multiple requests to web server

Web mirroring tools allow you to download a website to a local directory, building recursively
all directories, HTML, images, flash, videos, and other files from the server to your computer

o/ fwww juggvyboy com CJYuggyboy com

Mirrored Website

Original Website



Website Mirroring Tools

-
HTTrack Web Site Copier (http//www. httrock.com)

SurfOffline (http//www.surfoffline.com) WebRipper (http //www.colluna-software.com)




Website Ripper Copier

http://www.tensons.com

Teleport Pro

hetp://www.tenmax.com

Portable Offline Browser

http-//www.metaproducts com

Proxy Offline Browser

http://www.proxy-offiine-browser.com

iMiser

http.//internetresearchtool.com

Website MVirroring Tools

(Cont’d)

PageNest

hetp://www.pagenest.com

Backstreet Browser
hetp://www.spadixbd.com

Offline Explorer Enterprise

hetp://www.metaproducts.com

GNU Wget

http://www.gnu.org

Hooeey Webprint

http://www. hooeeywebprint.com



Monitoring Web Updates Using
Website Watcher

Website Watcher automatically checks web pages for updates and changes

Pac o wofl Corpocetors Sofwars,
MebSde Watehrr Do
Webte Watghwe 5 &

Wah lite Watihaw 4 .4)

Commisas 3 »a T
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http://aignes.com
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Tracking Email Communications

4 Attacker tracks email to gather information about the physical location of an
individual to perform social engineering that in turn may help in mapping
target organization’s network

4@ Email tracking is a method to monitor and spy on the delivered emails to the
intended recipient
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When the email was
received and read

Set messages to
expire after a specified time

GPS location and
map of the recipient

Track PDF and other types
of attachments

Time spent on reading

the emails
Whether or

R not the recipient
}. i, visited any links sent to them
. PO —~—




Collecting Information from
Emalil Header

alivaeared~T¢ . Sgmail.c
Recelved: b 3 with
] 21:24:0

Recurn—-Path:
Received-SPF: pasa
sender) clienc-ip=11{
Authentication-Results=s
10.224.205.137 as pe
haeader.i= = rmadg
Recelved: from mr.goc

' ] )

» ' - :

d=gmall.com; ==Lt —

hemime-~-version:in-repl . : Authmtxauonsystem Bect:from:to
sCcontant Lypw;

bh=TGEIPbAtidgfQGeghhTOkPikx4T

D=KgQuZlLTLIgZ2+QZXzZKaxiINnvRcnD/+P4+Nk 2P+ 7SMxDRE
HBIPKIaJAIUFf /CaaRZHWHNITOX LAaKOAGrPIROY 92N IQEuul./ xHALSnkalUTEFEaKGqOC
CadhDSSDJoXIGEKACTZnkDIG sz X V4DIWILLICLS IRWwONWIIDSSalIdBcqLlfP
ZhrWAFEKhSxSnZXaFR 713 xZPEY2p lyecCaQuYHZNGa I KxcOTxQieZuw+HWNK /vREXChDIapZ2 d

KSZALYZmkIKFX+VAdLZQu I YArzyGoNcuPlyd/C2XNVdsuYamMT /yacvhCVoBOg 7FKE 6

10 205,137 with SMTE
201 ’'1:24:10C 2700 PDT)
10.229.230.79 with ATTEP;
CAOYWATTIdDXE3IoBDZ2ehirEd

- > A

CCZayl2dxidmail . gmail

ILOTIONS




. Email Tracking Tools

a— - .
- v - R — Trace Email - Track Email
- - - . - (

S - am— Emasl Heade ralyais

—— | 1P Addraee: 72521902 147 (Mol rachsfianme e growp com)
- ~— | 1P Addireas Courtry: Unred States B
 — s 1P Conunenc hafn Arerca
b L IP Address Crty Locahor: Larsxg

- —— IP Address Regron: Nchgen
- : IP Address Latude: 427257
L IP Address | ongittude: B4 635

COrgamizestom: SouarcaiNS

Lrmail Lookup Map (showhkie)

eMailTrackerPro (http//www.emailtrockerpro.com) |

r" At Map Satellne
L) —_—
My pr— - . - O —avet
5 mad Melrics . v Bath Chaner
Towmshsp
1 . o L

Crard 0 -

| origa G Eox
! LENsSINg L eansing

;9

o
!

MNac ohis 2012 Gocole - Teoms ol Use Re0a T & muap e v

PoliteMail (http.//www.politemail.com) Emai-lvlbo‘kup — Free Email Tracker (hrtp //www. ipaddressiocation org)




Email Tracking Tools

(Cont’d)
[ ) ) Read Notify s . Pointofmail
- )
.S http://www.reodnotify.com v http://www.pointofmail.com

http.//www.didtheyreadit.com
http://www. bulk-emaoil-marketing-software.net

E Marketi

@ DidTheyReadit - Super Email Marketing
. Software

tee— -

L0 . —
(€ Y) Trace Email Y WhoReadMe
http://whaotismyipaddress.com _— http://whoreadme.com
) =3 .
MSGTAG -_— GetNotify
http://www.msgtag.com http://www.getnotify.com
— -

ﬁﬁ Zendio ' an m G-Lock Analytics

— http-//www.zendio.com http://glockanalytics.com
Sudah. -
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Competitive Intelligence

Gathering

4 Competitive intelligence is the process of identifying, gathering,
analyzing, verifying, and using information about your competitors

from resources such as the Internet

<4 Competitive intelligence is non-interfering and subtle in nature \/‘

Sources of Competitive Intelligence

1 Company websites and employment ads
2 Search engines, Internet, and online databases
3 Press releases and annual reports

'x" Trade journals, conferences, and newspaper
5 Patent and trademarks

T T

6 Social engineering employees
7 Product catalogues and retail outlets
8 Analyst and regulatory reports

B : Customer and vendor interviews

40  Agents, distributors, and suppliers

©



Competitive Intelligence - When Did this

Company Begin? How Did it Develop?

When did it begin? s iy A e e o e el
01. EDGAR Database
http://www.sec.gov/edgar.shtml

How e IR e e =

02. Hoovers

eer ( Company e O o e 3
5 - » - 03. LexisNexis
. http://www.lexisnexis.com
@ rmmecccccccmcecasmcsmcee s e mes s eme e e ————— --
S 04. Business Wire
-__?__- .
Who leads it? http://www.businesswire.com



Competitive Intelligence - What
Are the Company's Plans?

<

Market Watch (http://www.marketwatch.com)

The Wall Street Transcript (http://www.twst.com)

Lipper Marketplace (http://www.lippermarketplace.com)

Euromonitor (http://www.euromonitor.com)

Fagan Finder (http://www.faganfinder.com)

SEC Info (http://www.secinfo.com)

The Search Monitor (http://www.thesearchmonitor.com)

) Competitive Intelligence Sites -

MarketWatch

/ EUROMONINOR
NTERNATIONAL

Fagan-
~Finder

SEC Info

SEArcit MoxzTor

~



Competitive Intelligence - What Expert
Opinions Say About the Company

Compete PRO™ e
http://www.compete.com
/ //‘ = > —

e

Copernic Tracker

http://www.copernic.com

ABI/INFORM Gilobal
http://www.proquest.com

SEMRush

http://www.semrush.com

AttentionMeter

http://www.attentionmeter.com

Jobltorial
http://www.jobitorial.com
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Footprint Using Google Hacking
Techniques

co°9'® Operato,,

It uses Google operators
to locate specific strings
of text within the
search results

gne rabjg

...........

\\‘




What a Hacker can do with
Google Hacking?

Attacker gathers:

Error messages that
contain sensitive
information

Advisories and server
vulnerabilities

Pages containing
network or
vulnerability data

Files containing
passwords

Pages containing

logon portals directories



Google Advance Search
Operators

Google supports several advanced operators that help in modifying the search

Displays the web pages stored in the Google cache

Lists web pages that have links to the specified web page

Lists web pages that are similar to a specified web page

Presents some information that Google has about a particular web page

Restricts the results to those websites in the given domain

Restricts the results to those websites with all of the search keywords in the title

Restricts the results to documents containing the search keyword in the title

Restricts the results to those with all of the search keywords in the URL

.2
-
L2
2
2
o
v
2
L3

Restricts the results to documents containing the search keyword in the URL




Finding Resources Using Google
Advance Operator

[intitle:intranet inurlintranet
+intext:"human resources”]:

The above combination of the Google
advanced search operators allows you to
access a target company’s private
network and collect sensitive _
information such as employee listings, Sunes Semwm 2 maline © Pecdy o Senms S
koy contact details, etc, that can be
incredibly useful for any social
engineering endeavor
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Google Hacking Tool: Google
Hacking Database (GHDB)

s and vulnerabilities Pages Contaimng Login Portals

advisorie




Google Hacking Tools

o
'[:.,!4@' MetaGoofil (. Google Hack Honeypot
‘- -4 hetp://www.edge-security.com m http://ghh_sourceforge.net
=N i
Goolink Scanner £ GMapCatcher
http://www.ghacks.net ‘_._"‘ —.‘ http://code.google.com
‘ —
| N < .
SiteDigger ’ > SearchDiggity
’ http://www.mcafee.com & htip://www. stachliu.com
—
Google Hacks f -— Google HACK DB
| http://code.google.com - http://www.secpoint.com
o .'
« ‘u BIiLE Suite N~ Gooscan
htto://www.sensepost.com - htto://www.darknet.org.uk
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. WHOIS Lookup

WHOIS databases are maintained by Regional Internet Registries and contain the personal
information of domain owners

WHOIS query returns: Iinformation obtained
from WHOIS database
assists an attacker to:

Regional Internet
Registries (RIRs)

AFRINIC 33 ARIN

—— ——— " T— . —

Domain name details

Contact details of domain

o il f
owner Create detailed map o

‘ organizational network
Domain name servers

Gather personal information
that assists to perform social
engineering

NetRange

¢ ) APNIC RIPE

When a domain has been
created

Expiry records Gather other internal network

details, etc.

A
-/j

Records last updated




Result Analysis

Wiheoias Rocord S Patiom Pogot meun Sarver Ttaks Domaln Dossler BVe STgIte dom:

Fegissosn:t domaen or 1P address Juggybor com
Derasa Ldrar_ecracer .
Mozressfe Coocretion ~ doman wheis recors 1 DNS records _ Iraceroue
C::,.;_-_:ro::;;;; < neCwork ahois record — Service scan wJ
cs = s arcograes [
domansgmivoscloow *1.423522220C0 Fex: +1.4259767229 Sns O il

fomain Nare: nicragofro.coe

Fexiasrar Yame: Marbnoniscor.cem Addreas lockup

Feglsirar Mnols: whols.narciroclcor. con

Regia~rar “ecowgage: hrep://wvww . narkrcaiecr . =cn canancal name juegyhay.com.

23 5es

Adror:atracive Contaats z -

Doraln RAnic!scracor addresses

~=zosaxfe Torpcration

One Microscft Way

Recmona WA $85C82 Domain Whois record

3 Queriend whoisinternicnel wth “dovm Jupgyboy e

domansgrricrosct com 1. 4350030080 Faxy F5.42503473 00

Jomain Same: JUGGYBOY.CUM
Yeckxicel Tcatacst. Ione Contect: Pegiscrar: NTTHNORK SOLOTIONS, LA
N3N Romtmaster DL JANVNZ: VRSLS . BATNCERADIUTIONS . SO0
M_zrosafe Corperacion Feferzel URL: suepi//www. petwozkselutioss.coxsen US/
Coe Nicroscts way Nase Server: B9510 WCRILDRTS oM
Reamond W8 90C52 Name Server:s NS0 WORILDONIC COM
CS EZatuar clientiranalerfPronibited
ruuﬂsignuos:f tamy 1. 4250828080 Tax: 13 1289047228 ‘ Tpdated Dazer 03-feb-2009
Cewatlion Cece: l1é8-jul=-3202
Expixetion Later 14-Tml-20L4

Lrestan a9.. . . cuur swsl IWP1I-0D~-0L.
- - = BNl
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WHOIS Lookup Tool: SmartWhois

- SmartWncrs - Evaluation Version
Fir Query Tda Ve Settngs Helg

al ’.

¢ 3% - - A

. - AT .
B e crosalt £ o —
B mceey de -, ==

- B
m IO 2% 2

£ Free SAS ) FroXad

A U e de la wille " Eveque
JSO0P Para

SmartWhois is a useful
network information utility

that allows you to look up
all the available information

gheae «331 7350200
fac +331738%02501
nomarteSoioxad.net

€3 Free SAS s FroXad
-~ twe de la sille 7" Tuegue
TEOON P gann

about an IP address,
hostname, or domain

phone -331 1 71300 00
2 « 237 73% 23501
"eermeic G orgaad.na

It also provides information
about country, state or
province, city, name of the
network provider,
administrator, and technical
support contact information

| Nroencl-g20fime 1 212 27 60.18)
framncl-g2C fraatr 21227 60.20)

s Pt Tagz e
Swae Dol B V1T

)
|

L Uptaces 17,0272004
Sowce Mosnchr

sstad 279)12,1008

http.//www.tamos.com



WHOIS Lookup Online Tools

SmartWhois

http://smartwhois.com

Better Whois

http://www._betterwhois.com

Whois Source
http://www.whois.sc

Web Wiz

http.//www.webwiz.co.uk/domain-

tools/whois-lookup.htm

Network-Tools.com
http://network-tooils.com

Whois

http://tools.whois.net

DNSstuff

http://www.dnsstuff.com

Network Solutions Whois

hetp://www.networksolutions.com

WebToolHub

hetp://www.webtoolhub.com/tn56138
1-whois-lookup.ospx

Ultra Tools

https://www. ultratools.com/whois/home
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. Extracting DNS Information

D

Attacker can gather DNS information to determine key hosts in
the network and can perform social engineering attacks

=
_..—/ -
AR

Z

DNS records provide important information
| about location and type of servers DNS Interrogation Tools

m_ © http://www.dnsstuff.com
Points to a host's IP address
Mx Points to domaln’s mail server © http://network-tools.com
NS Points to host’s name server
CNAME Canonical naming allows aliases to a host
SOA Indicate authority for domain — )
SRV Service records >
PIR Maps IP address to a hostname - - ;
RP Responsible person \-x_
et
HINFO Host Information record Includes CPU type and OS

™@T Unstructured text records



Extracting DNS Information
(Cont’d)

This tool 1s very useful to perform a DNS query on any host Each domain
rame (Example: dnsquernies.com) is structured in hosts [(ex
wueries.com) and the ONS {(Domain Name System) aliow
/’ to translate the domain name or the hostname in an P Address
wo contact via the TCP/IP protocol. There are serveral types of queries,
corresponding to 3l the Impliemen table types of DNS records such as A
record, MX AAAA, CNAME and SOA.

&) Perform DNS query

MHostName

microsoft . com

Type
ANY

Results for checks on microsoft.com -

Host IiL Class lype Details

microsoft.com 31381 IN TXT FDUF6DbKE+Aw! /wiSxgDiBKVIIZusS5vBL6DIQZkGrQ rVOKJBC]QbBIWIE64ey4NI Wi SI65PIgEYYNabdQ==

v=spf1 include: _spf-a. miaosoeft.com Incdude:_spf-b.mirosoft.com Include:_spf-c.microsoft.com Inciude:_spf-ssg
microsoft.com | 338! ! a.micresoft.com ip4:131.107.115.215 ip4:131.107.115.214 ip4:205.248.106.64 'p4:205.246.106.30
ip4:205.248.106.32 ~all

microsof.com iis 10 mall.messaging.microsoft.com 2

miciosoft.com 2J | 138 ns1.msft.net msnhst.micosoft.com 2012071602 300 600 2419200 3600
microsoft.com 138" 64.4.11.37 =,

microsaft. com 138" 65.55.58.201 <}

microsoft.com 4 141531 nss5 msft.net

microsoft.com 141531 nsZ.msft.net
microsoft.com 141531 nsl.msft.net £
microsoft.com 141531 ns3.msft.net o)

microsoft.com 141531 nsd msft.net <




This tool is very useful to perform a DNS query on any host. Each domain Perform
name (Fxample dnsqueries.com) Is structured in hosts (ex: 9 g DNS query
www.dnscueries.com) and the DNS (Domain Name System) allow

ovorybody to translato tho domain namo or tho hostname in an IP Addross Hostame: -
to contact via the TCP/IP protocol. There are serveral types cf queries, II'HthSOﬂ com
cotresponding lo dl the implementable types of DNS records such a2 A Type:
record, MX, AAAA, CNAME and SOA, :
ANY v Run tool » |
Results for checks on microsoft.com O
Host TIL  Class Type Details

microsoft.com ) 3381 N TXT  FbUFaDBKE+Aw1 /wi9xgDiskvr lZusSvel.MbIQZkGrQINQMGCj@OtWtEwNJMSJGSPlggWNaMQ--

vesplt include:_spl-a.miaesoft.com Include:_spl-b.microsoft.com Include: _spf-c.microsoft.com Include. sp!-ssg
microsoft.com ) 1381 N TXT a.microsoft.com ip4:131.107.115.215 ip4:131.107.115.214 ip4:205.248.106.64 ip4:205.248.106.30
ip4:205.248.106.32 ~all

microsoft.com ) 3381 NX 10 mail. messaging.microsoft.com )

microsoN.com &) . 135 N SUA  nsi.msft.net msnhst. microsoft. com 2012071602 300 600 2419200 3600
microsoft.com ) 338 N A 64411379

microsoft.com o) (1381 N a4 655558201 o)

microsoft.com o ' (41531 N NS nsdansht.net o)

microsoft.com g | 141531 N NS  nsZ2.msh.net 2o}

microsoft.com <) 141531 N NS nsl.msk.net &)

microsoft.com £} | 141531 N NS nsl.msh.not )

microsolt.com 2 | 141531 N NS nsd.anshit.net o)




DNS Interrogation Tools

DIG

http://www.kioth.net

myDNSTools

http://www.mydnstools.info

Professional Toolset
hetp://www.dnsstuff.com

DNS Records

http://network-tools.com

DNSData View

http://www.nirsoft.net

=

DNSWatch

htep://www.dnswatch.info

DomainTools

htep://www.domaintoois.com

DNS

http://e-dns.org

DNS Lookup Tool

http://www.webwiz.co.uk

DNS Query Utility

http://www.webmaster-toolkit.com
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- Locate the Network Range

Network Whois Record

4 Network range information obtained assists
an attacker to create a map of the target’s
network

Queried whois. arin.net with "n 207.46.232_182". ..

NetRange : 207 .46 . 0.0 - 207 .46.255.255
) i CIDR: 207.46.0.0/16
4 Find the range of IP addresses using ARIN OriginAs:
- NetName : MICROSOFT-GLOBAL-NET
whois database search tool S ey s T 07— 60Dt
- Parent: NET-207-0-0-0-0
-J You can find the range of IP addresses and NetType : Direct Assignment
NameServer: NS2 .MSFT.NET
the subnet mask used by the target rmccer b ool ods
organization from Regional Internet HameServer : WS .MSFY . NET
= NamesServer: NS5 .MSFT.NET
Reglstrv (RlR) NameServer: NS3.MSFT.NET
RegDate: 1997-03-31
Updated: 2004-12-09
Reaf: http://whois. arin.net/rest/net /NET-

207-46-0-0-1

v OrgName : Microsoft Corp
Orgid: MSET
" ...... _ ,,,,,, ~.. Addreas: One Microscft Way
. . City: Radmond

E StataProv: WA

E PostalCode: 98052
=~~'~ Rt o
- RegDate: 1998-07-10
s Updated: 2009-11-10
;-~---- aa —------ Ref: http://whois.arin.net/rest/org/MSFT

OrgAbuseHandle: ABUSE231-ARIN

OrgAbuseName : Abuse
OrgAbusePhone: +1-425-882-8080

OrgAbusePmail: abusefhotmail.com
OrgAbuseRef :

http://whoia_arin._net/reat/poc/ARUSE231-ARTN

Attacker

Network



Determine the Operating System

Use the Netcraft tool to determine the OSes in use by the target organization

C B e - e tewe, Tem L eBE e — ol —

. et el SN s AR e at O P sl pmmid Ny LR
T e B rom T e

HeTcrAFT

Search Web by Domain

- > > empee > sowene

Esgloro 1 0468 wid sdes vadad by usars ofthe Nexiaf Taaitar

Caasch

Results for microsoft

Found 252 sees

e W ewce cmmm ew—— e B e ® e

Se Site Report First seen Netblock os — N -
3 Avgust 1903 micraseaf carp CArix nerscales
e e e e e e e mm e @ egem—— w b A -——
2 e >t —r actabar 1007 micrasaft carp O O
.- - -~ — — Lo -

Auguet 1956 microcal corp P T
e 1958 micrasef carp —wrdowa sa~er 2008
septambar 19980 micronoM corn otn e natecaber

“evember 1998 mMmcrosoft corp LT G

raey 3007 — - - 2008

labuary 300% wicrssah cors - w— 33010

PPEPREREDEEDBDER
|4




Determine the Operating System
(Cont’d)

Use SHODAN search engine that lets
you find specific computers (routers,
servers, etc.) using a variety of filters

- WeOoDnanN

EXPOSE ONLINE DEVICES.

W siam Rovtenan

POowem FLANTYS 1FMONEY AYND Tumeamves

MITRALIRATONL VO NS - -
x —
G & Ve
g

% DO0R man? De Veeed OVEr 2 3acars charnel

Deveworen AN

e Leann Mome FoLow Ve
|

hetp//www.shodenhg.com



Tracerxroute

Traceroute programs work on the concept of ICMP protocol and use the TTL field in
the header of ICMP packets to discover the routers on the path to a target host

IP Source Router Hop Router Hop Router Hop Destination Host

ICMP Echo request TTL=1
.'- il 2 11 1 11 1 T T T T T T  IrrerTEOTTIEFEOETETEYTTEFETTFTECOEREOCRERECOERETCETRECETICTITOTCTCEREOEREOCERECOTTYTEOETRTETETTTTCYREPOEYPOTTTIOGFRECETFEGETIEOGEREORTSTOTTICEYRTOCTEYREOCTTETOTCOTOERTCTRECETETCEREOCYRETETECYTEYTYTYCYRPTTYRFMYTTT"TSYOCETETOTOCTETEIETCEYTETTFTETYTREIYITCEYEIEYSECYEEOS
= (AL R 2 A2 2R 2 0 LB E L B2 L4 22 02 b &2 R ) n -~ -~ - l.l.........“ -~ - A ...I.I-...-.“ -~ ﬁ h LA A 2 2l R 2 0l 1 22 22 2 R RN 23
S ~ — —— —

ICMP Echo request TTL=2
.K- ............................................................ )

SERRETETESEC SR EEARAESERRRER O A A -~ SEERENIERERREET 0 A N ~ SR EmAmEREERE A A N ~ (LA A LA LA Ll 20 i LR il )}

A ICMP error message

'I"%‘E%‘M}......l...lI-...-...m-..!..l........l.....l..Il.l-.l“ ................................... ’ {

LA L R L B B 4 B L L LR L E LS L1 22 LR LA LR L) ™, S -~ AAAmAamEmEESEs . o N -~ SSsAmEEEnREEns . M -~ - LA L LB B L4 BB 22 LA R LR R 22

Q ICMIP error message

LA LR L R L AR Lo LA LA LA L LL AL LLLELLELES S W ™ - SERREEREREERY A A N ~ LR LA L LA L L LA L A" W W ™ ~, LA A L A LA L L L AL LA LA LRELAEL LA}

A ICMP reply message



Traceroute Analysis

4 Attackers conduct traceroute to extract information about: network topology, trusted routers, and

firewall locations

4 For example: after running several traceroutes, an attacker might obtain the following information:

traceroute 1.10.10.20, second to last hop is 1.10.10.1
traceroute 1.10.20.10, third to last hop is 1.10.10.1
traceroute 1.10.20.10, second to last hop is 1.10.10.50
traceroute 1.10.20.15, third to last hop is 1.10.10.1
traceroute 1.10.20.15, second to last hop is 1.10.10.50

¢ ¢ @2 ¢ @

By putting this information together, attackers can draw the network diagram

II!IIIIIII%%IIIII

=

111

1.10.10.20 1.10.20.10
Bastion Host Web Server

B 0

LR LR LR . . . . ...-..-.;.-.-...-.‘
_

1.1010.1
Rowuter 1.10.10.50
Firewall

Hacker Internet

1.10.20.15
Mail Server

DMl ZONE

'—'— 1.10.20.50
Firewall



Tracerxroute Tools

Path Analyzer Pro

Py S www. palthanalyrer.com

>,

..



Tracexoute Tools

Network Pinger
http://www.networkpinger.com

GEOSpider

http://www.oreware.com

vTrace
http://vtrace.pl

Trout

http //www.mcafee.com

Roadkil's Trace Route
http://www. roadkil. net

(Cont’d)

Magic NetTrace

http://www.tialsoft.com

3D Traceroute
http://www.d3tr.de

AnalogX HyperTrace

http://www.analogx.com

Network Systems Traceroute
http://www.net.princeton.edu

Ping Plotter

http://www.pingplotter.com
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Footprinting through Social

Engineering

4 Social engineering is the art of convincing people to reveal confidential -~

information

4 Social engineers depend on the fact that people are unaware of their
valuable information and are careless about protecting it

=,

Social engineers attempt to gather:
Credit card details and social security
number

User names and passwords

Other personal information

Security products in use

Operating systems and software
versions

Network layout information
IP addresses and names of servers

(I a a

I (

<,

<

Social engineers use these techniques:

(¥

Eavesdropping

(

Shoulder surfing

Dumpster diving

Impersonation on social networking

sites
~

Ll
Ir g

Z,




Collect Information Using Eavesdropping,
Shoulder Surfing, and Dumpster Diving

Eavesdropping

© Eavesdropping is unauthorized
listening of conversations or
reading of messages

= Itis interception of any form of
communication such as audio,
video, or written

Shoulder Surfing

Shoulder surfing is the procedure
where the attackers look over
the user’s shoulder to gain
critical information

Attackers gather information such
as passwords, personal
identification number, account
numbers, credit card information,
etc.

Dumpster Diving

Dumpster diving is looking for
treasure in someone else's trash

It involves collection of phone
bills, contact information,
financial information, operations
related information, etc. from
the target company’s trash bins,
printer trash bins, user desk for
sticky notes, etc.




. Footprinting IViethodology
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Collect Information through Social

Engineering on Social Networking Sites
==

. g websites such as Facebook, MySpace, LinkedIn, Twitter,
sst, Google+, etc.

Using the details of an employee of the target organization, an attacker can
.g compromise a secured facility




Information Available on Social
Networking Sites

= * =
What - What What What
Attacker Gets - Users Do Organizations Do Attacker Gets
Contactinfo,  au? . : o N ; :
et oa aer. 7_0- Maintain profile User surveys ‘ Business strategies
ot ; i T ¢ e - W s, .. X _
Friends list, ¥ Connect to L4
friends info, etc. < ~ friends, chatting .P "’“??"_mm § Product profile
ot PUESIE SR CETE U ¥ e ..au'.l — .'.8“....., Poan \:" o G omersos - -
Identity of a ' Share photos ' x - :
Sathllc raktniaee - R User support ‘ Social engineering
| D Ot EEECCErTTY T i ..-.;v PG
Interests o Play games, Recruitment > Platff)rm/ted:mology
join groups information
Activities € Creates events PASIETOLUT LIk > Type of business

to hire employees



Facebook is a Treasure-trove for Attackers

Europe
223,376,640

Latin America
141,612,220

A ;.T",".'-’-’;'-.‘—.'"--;*.’ N =t 2
... using Facet ook all o ~

845 '.'| 100 250 =l
< "”“ 53

million monthly l billion million photos 1 of every S of

active users connections | uploaded daily all page views




Collecting Twitter Information

, 2U.K. - Wayne Rooney € 2w, &
23,8 million ' : >
) .w-,'-f’ gl Japan e
Ui Sty o i 29.9 million — ,
107. 7 million . | e
. Indonesia Tovweia - -
Brazil 19.5 million B
33.3 million
%, o | e T
» e | -
se T onl e
fles with largest S ———
- riig - v (rp——
465 350 .
million accounts million tweets a day kel
7 6 /0 g j; 5 5 /0 ' e oeen
-‘B“&a,_,\' ‘ .
Twitter users now post Twitter users access the ‘* " gy _

status updates platform via their mobile




Collecting Linkedin Information

161 mitlion members in over 200 countries

s ok _3* i 1

k:

Chris Stone
- w M - " >
'y
’”.)--'-- e .7- wclr $e o b 5 Agierw
- - ! -
.

2 new members 2,447 $522 million 2 million companies

join every second employees located revenue for 2011 have Linkedin
around the world company pages



. Collecting Youtube Information

Most visited website . 900 | Average time users spend
according to Alexa Sec on YouTube every day

; 3rd

PR

2 billion

Views per day

1/10 | One of every 10 Internet
users opens YouTube

| — You'
Videos uploaded : m

every day

829,440




:

Tracking Users on Social

Networking Sites

Users may use fake identities on social networking sites. Attackers use tools such as Get

Someones IP or IP-GRABBER to track users’ real identity

Steps to get someone's IP address through chat on Facebook using Get Someones IP tool:

© Gotohttp://www.myiptest. com/staticpages/index.php/how-about-you

& Three fields exist:

| STRerveresn

Copy the generated link of
this field and send it to the
target via chat to get IP
address

=

S 00 pemaas: PAE rwerw rrpgies v rag g N~ Y Oyt
Saenet R WA v o ow

_ e g WD Swwn oy et comaat e gagesSn dax g e

w ot o ?

e romuty 'O Bathvow

Redirect URL

Enter any URL you want
the target to redirect to

neled = rahoe ¢ nell ’ Limk 1D

‘ deudbg1f2 85933 218 204

T

Open the URL in this field
and keep checking for
target's IP

L

B

Proxy Reler DateTime

NO NO 2012-08-06 1304 44

http://www.myiptest.com
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. Footprinting Tool: [Vialtego

Maltego is a program that can be used
to determine the relationships and
real world links between people,

e e R — | groups of people (social networks),
: - : companies, organizations, websites,
. | Internet infrastructure, phrases,
o= — : documents, and files
it »
.

-
- - * — - ——— — - ——

Internet Domain

hetp //www.paterva.com

Personal Information




Additional Footprinting Tools

AT,

- ‘,I

Prefix Whols

http://pwhois.org

NetScanTools Pro

http://www.netscantools.com

Tctrace
hetp://www.phenoelit-us.org

Autonomous System
Scanner (ASS)

hetp //www.phenoelit-us.org

DNS DIGGER

http://www.dnsdigger.com

Netmask
http://www.phenoelit-us.org

Binging

hetp://www.blueinfy.com

Spiderzilla

http://spiderzilio.mozdev.org

Sam Spade

http://www.majorgeeks.com

Robtex

http://www.robtex.com



Additional Footprinting Tools

Dig Web Interface

hrip-//www.digwebinterface.com

Domain Research Tool

http://www.domainresearchtool.com

ActiveWhois

http://www.johnru.com

yoName
http://yoname.com

Ping-Probe

http://www.ping-probe.com

(Cont’d)

SpiderFoot

http://www.binarypool.com

CalleriP

http://www.callerippro.com

Zaba Search

htep://www.zabasearch.com

GeoTrace
hetp://www.nobber.org

DomainHostingView
htep://www. nirsoft.net
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- Footprinting Countermeasures

Configure routers to restrict the responses
to footprinting requests

Lock the ports with the suitable firewall
configuration

Evaluate and limit the amount of information
available before publishing it on the website/
Internet and disable the unnecessary services

Prevent search engines from caching a web
page and use anonymous registration

G cervices

Configure web servers to avoid
information leakage and disable
unwanted protocols

Use an IDS that can be configured to
refuse suspicious traffic and pick up
footprinting patterns

Perfarm footprinting techniques and
remove any sensitive information
found

Enforce security policies to regulate
the information that employees can
reveal to third parties




Footprinting Countermeasures

(Cont’d)

> :
;/ Set apart internal DNS and external DNS

) — e ]

l
j/ Disable directory listings and use split-DNS i

‘ ——— .
;/ Educate employees about various social engineering tricks and risks ;
;/ Restrict unexpected input suchas |; <> l

: — B

? 7 Avoid domain-level cross-linking for the critical assets P

P T S — - -“

L£7 Encrypt and password protect the sensitive information —
!
T —— | e —
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. Footprinting Pen Testing

)
\Y

A

<4 Footprinting pen test is used to determine organization’s publicly available information
on the Internet such as network architecture, operating systems, applications, and users

J The tester attempts to gather as much information as possible about the target
organization from the Internet and other publicly accessible sources o

)

A

Prevent information
leakage

Footprinting pen
testing helps
administrator to:

Prevent DNS record
retrieval from publically
available servers

Prevent social
engineering attempts




Footprinting Pen Testing

Define the scope
of the assessment

v

Use search engines
----- SRR such as Google, Yahoo!
Search, Bing, etc.

Perform footprinting
through search engines

v
Use tools such as
------ r “*:»» HTTrack Web Site Copier,
BlackWidow, etc.

Perform website
footprinting

(Cont’d)

Get proper authorization and define the
scope of the assessment

Footprint search engines such as Google,
Yahoo! Search, Ask, Bing, Dogpile, etc. to
gather target organization’s information
such as employee details, login pages,
intranet portals, etc. that helps in
performing social engineering and other
types of advanced system attacks

Perform website footprinting using tools
such as HTTrack Web Site Copier,
BlackWidow, Webripper, etc. to build a
detailed map of website’s structure and
architecture

“ s _i _71_»1‘
’ —l



Footprinting Pen Testing

(Cont’d)

v

Perform email
footprinting

v
Gather competitive
intelligence

-

v
Perform Google
hacking

v
Perform WHOIS
footprinting

Use tools such as
eMailTrackerPro,
PoliteMail, etc.

Use tools such as
Hoovers, LexisNexis,
Business Wire, etc.

Use tools such as GHODB,

MetaGoofil, SiteDigger, etc.

Use tools such as WHOIS
Lookup, SmartWhois, etc.

Perform email footprinting using tools
such as eMailTrackerPro, PoliteMail,
Email Lookup — Free Email Tracker, etc. to
gather information about the physical
location of an individual to perform social
engineering that in turn may help in
mapping target organization’s network

Gather competitive intelligence using
tools such as Hoovers, LexisNexis,
Business Wire, etc.

Perform Google hacking using tools such
as GHDB, MetaGoofil, SiteDigger, etc.

Perform WHOIS footprinting using tools
such as WHOIS Lookup, SmartWhois, etc.
to create detailed map of organizational
network, to gather personal information
that assists to perform social engineering,
and to gather other internal network
details, etc.



IViodule Summary

\

/Jﬁ)rinting is the process of collecting as much information as possible about a target
network, for identifying various ways to intrude into an organization’s network system

It reduces attacker’s attack area to specific range of IP address, networks, domain names,
remote access, etc.

Attackers use search engines to extract information about a target

Information obtained from target’s website enables an attacker to build a detailed map of
website’s structure and architecture

Competitive intelligence is the process of identifying, gathering, analyzing, verifying, and using
information about your competitors from resources such as the Internet

DNS records provide important information about location and type of servers

Attackers conduct traceroute to extract information about: network topology, trusted routers,
and firewall locations

£ OO0 O 0O Gl

Attackers gather sensitive information through social engineering on social networking
websites such as Facebook, MySpace, LinkedIn, Twitter, Pinterest, Google+, etc.

d ‘ | = -




